
For more on this topic, go to bcgperspectives.com

ENSURING DIGITAL  
READINESS IN FINANCIAL 
SERVICES
By Hanno Ketterer, Heiner Himmelreich, and Christian N. Schmid

Across industries, digital innova-
tors are pushing customer service 

standards higher every day, offering 
ever-expanding arrays of cutting-edge, 
digitally enabled services and features. 
Prominent examples include Netflix’s 
low-latency, high-availability offering; 
Amazon’s real-time personalized offers 
based on customer profiles; and Uber’s 
convenient, intuitive user interface.1  
 
These new offerings and enhancements are 
driving customers’ expectations higher for 
all businesses, including banks and insur-
ers—and these institutions are being 
forced to respond. The need for banks and 
insurers to improve their digital capabili-
ties is becoming even more urgent with the 
emergence of new market entrants and 
services (such as Apple Pay) from the 
“fintech” and technology sectors, which are 
attacking banks’ and insurers’ core busi-
nesses and reshaping those industries. 

To meet these challenges, banks and insur-
ers are embarking on a comprehensive dig-
itization journey, one that is different from 

the path they were on just three years ago, 
when their efforts were confined largely to 
isolated initiatives such as division-focused 
big data projects, the launch of individual 
apps, and improvements to their online 
and mobile channels. Today, banks and in-
surers are changing the ways that they in-
teract with customers, giving customers a 
wider range of choices and greater control 
over the interaction itself. Banks and insur-
ers are also providing customers with new, 
value-added, digitally enabled functional-
ities, such as rapid validation of loan ap-
provals and the ability to open accounts 
quickly.2 Ferratum, an international provid-
er of mobile consumer loans, for example, 
can complete an application within two 
minutes. ING-DiBa, Germany’s third-largest 
retail bank, allows customers to identify 
themselves by holding an ID card in front 
of a webcam, rather than having to display 
postal or branch-based identification. 

But banks and insurers are not focusing 
solely on improving the front end. Several 
institutions have also started to upgrade 
their back-end operations, which is often a 
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much more complex challenge. A number 
of banks, for example, have begun to estab-
lish multidimensional master-data-manage-
ment capabilities, strengthening their ability 
to leverage big data, meet regulatory re-
quirements, and ensure consistent and time-
ly reporting. Others are adopting agile ways 
of working, deploying continuous-delivery 
software engineering and DevOps to im-
prove performance.3  
 
Some financial institutions are enhancing 
these efforts by increasing the standardiza-
tion of their infrastructure as well as their 
use of automated deployment, measures 
that can support a more rapid software-re-
lease cycle and better leverage front-end de-
velopment. GE Capital, for example, devel-
oped its innovative Fleet Optimizer 
application, which is aimed at optimizing 
spending and utilization rates for clients of 
the company’s Fleet Services business, with-
in 70 days—from whiteboard to produc-
tion—aided by continuous delivery and 
greater standardization. 

Some banks and insurers are also experi-
menting with new and evolving digital 
technologies, such as robotics process auto-
mation and self-learning machines, which 
together have the potential to deliver step 
changes in speed and efficiency. Arago’s 
AutoPilot, for example, can complete 80% 
of all IT service management tasks autono-
mously. In addition, these institutions are 
experimenting with new, customer-facing 
technologies. Deutsche Bank, for example, 
has added to its online investment plat-
form a “robo advisor,” which uses algo-
rithms to create portfolios for investors.

Overhauling their digital capabilities prom-
ises to have a transformative effect on 
banks’ and insurers’ business. But getting 
there will put a significant strain on IT de-
partments and, especially, chief informa-
tion officers, who can play a determining 
role in ensuring that their companies are 
ready and able to become truly digital en-
terprises. (See Recasting IT for the Digital 
Age, BCG Focus, March 2016, for a deeper 
look at opportunities and challenges relat-
ed to corporate IT’s role in digital transfor-
mation.)

Enabling Transformation
To successfully transform themselves into 
truly digital enterprises, banks and insurers 
must adopt or develop four critical ele-
ments or capabilities (see Exhibit 1): 

 • A simplified application landscape and 
infrastructure. 

 • Multidimensional master data manage-
ment.

 • Fully automated delivery processes 
based on the principles of continuous 
delivery and DevOps.

 • An agile workforce, and a new way of 
working, across IT and the business. 

A Simplified Application Landscape and 
Infrastructure. The application landscapes 
and infrastructures of most banks and 
insurers are complex, fragmented, and full 
of legacy assets. They were built applica-
tion by application over time and now 
include various platforms, infrastructure 
stacks, technologies, and customized or 
home-grown applications, often with 
several versions or variations of each. As a 
result, they are typically incapable of 
real-time responsiveness. They are also 
difficult and expensive to maintain, which 
ultimately means less value delivered per 
dollar spent on IT. 

In addition, these environments are suscep-
tible to broad reductions in service avail-
ability if one part of the chain breaks 
down. This is a huge liability in a world 
where customers expect digital services to 
be available 24/7. Further, the mix of tech-
nologies and methodologies employed—
for example, batch and dialog compo-
nents—makes it very difficult to 
implement real-time, end-to-end processing 
(a critical component of digital services 
such as real-time loan verification and pay-
ments).

To remedy this and ready themselves for 
digital transformation, banks and insurers 
are striving to simplify their application 
and infrastructure architectures and decou-
ple their application landscapes. Following 
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Exhibit 1 | Must-Haves to Become a Truly Digital Financial Institution
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the lead of Web-born companies such as 
Spotify and Netflix, they are replacing com-
plex interfaces and centralized service bus-
es with more flexible, decentralized inter-
faces, such as application programming 
interfaces (APIs).4 In such an environment, 
development teams can freely change the 
services they own, as long as they adhere to 
defined interface guidelines. The resulting 
fast release cycles allow these institutions 
to quickly bring new functionality to cus-
tomers, helping to distinguish them from 
competitors and increase customer loyalty. 

Financial institutions are also replacing 
their legacy applications with new technol-
ogies to enable straight-through processing. 
Our experience suggests that banks and in-
surers can gain outsized benefits by decom-
missioning not just some applications but 
entire platforms—for example, replacing 
mainframe hardware and software with a 
fully automated (and hence considerably 
cheaper) x86-based cloud server. 

A success story here is Australia’s ING Di-
rect, the country’s first fully cloud-enabled 
bank, which transformed itself with its 
Bank in a Box platform. By replacing its leg-
acy infrastructure with “zero touch,” cloud-
based hardware, ING Direct has gained sev-
eral critical advantages, including greater 
automation and scalability of processes. 
This encapsulation of infrastructure is al-
lowing the bank to focus on the develop-
ment of digital services—a core competitive 
differentiator—rather than on infrastruc-
ture, which is essentially a commodity. The 
effort has been such a success in Australia 
that ING Direct is deploying it globally. The 
availability of new virtualization technolo-
gies, such as those produced by Docker, will 
make it easier for other financial services 
companies to go down this path. 

Leading IT organizations at financial ser-
vices companies are supporting these mea-
sures with significant efforts toward stan-
dardization and complexity reduction. We 
have observed that standardization works 
best when it is driven centrally and when it 
is mandatory for all parties. This approach 
translates into accelerated automation, 
leading to faster, more efficient develop-

ment of digital services (as well as greater 
value per dollar of IT spending). 

Collectively, actions such as these can cre-
ate a simple, decoupled architecture that 
allows quick changes and reduces the need 
for testing. Infrastructure costs fall signifi-
cantly because cheap, automated commod-
ity hardware replaces costly legacy hard-
ware, freeing up budget to develop digital 
services. And the use of APIs and microser-
vices reduces dependencies among applica-
tions. This, in turn, improves service avail-
ability—a core differentiator in a digital 
business model. Such an architectural foun-
dation is also a good starting point for un-
leashing the full power of agile methodolo-
gies and continuous delivery, which can 
enable rapid releases to production and ac-
celerate the company’s digital transforma-
tion. (See Exhibit 2.) 

Multidimensional Master Data Manage-
ment. A consistent view of the company’s 
data—meaning that all data related to a 
particular service, customer, or other 
business-related object or process, as well 
as relevant data from third-party providers, 
is stored together in a consistent way—is a 
foundation for most digital applications. 
For example, integrated customer journeys 
(with the customer initiating a transaction 
or process in one channel and continuing 
or finishing it in another) require a high 
degree of data consistency to permit 
seamless switching among channels. 

Most banks and insurers, however, still 
struggle to get consistent, high-quality sets 
of data that are free of redundancies. They 
employ several different database manage-
ment systems and data models. Legacy ap-
plications are often connected to their own 
databases, translating into a high level of 
redundancy in physical and logical data 
storage across the organization. Typically, 
such systems can store, process, and ana-
lyze only structured data—meaning that 
these institutions can only leverage approx-
imately 20% to 30% of the data potentially 
available to them. (This is because their 
legacy systems typically cannot store un-
structured data, which includes such things 
as pictures, movies, tweets, and Facebook 
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Exhibit 2 | A Simplified Architecture Facilitates Rapid, Easy Integration of Digital Functionality
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posts.) And the high cost of proprietary 
storage systems drives up data-related costs 
materially.

Some banks and insurers, however, have 
substantially elevated their capabilities on 
this front. They are working to revamp their 
data management practices and provide a 
digital-ready data infrastructure. They aim 
to replace inconsistent data pools with 
shared-data clusters to ensure data integrity 
and data access by all systems, enabling 
seamless customer journeys and end-to-end 
processing. Note that these efforts do not 
entail replacing all existing data stores; 
rather, they require the use of technical and 
conceptual layers to eliminate or manage 
redundancies and ensure consistency. 

Several leading banks and insurers are also 
considering the use of data lakes to facili-
tate data storage and the analysis of un-
structured data.5 Often this is accompanied 
by the use of distributed architectures, such 
as Hadoop, which can increase data avail-
ability and reduce outages. (Netflix, to cite 
an example from outside the financial ser-
vices industry, has a highly distributed data 
architecture that ensures availability of the 
whole system at all times, even if individu-
al sites or regions break down.) In addition, 
data lakes and distributed architectures fa-
cilitate advanced analytics capabilities, 
which can help companies derive maxi-
mum value from the data they collect. GE 
Aviation employs a data lake that houses 
more than 1,500 terabytes of flight data 
and facilitates analysis that is 2,000 times 
faster, and ten times cheaper, than what is 
possible in a traditional data-warehouse- 
based environment.

Fully Automated Delivery Processes Based 
on the Principles of Continuous Delivery 
and DevOps. Banks and insurance compa-
nies often release software according to 
fixed, unyielding schedules. Testing is often 
still performed manually or in semiauto-
mated fashion and primarily occurs at the 
end of projects or “sprints,” after hundreds 
to tens of thousands of lines of code have 
been written. There are long cycle times 
for deployment and lengthy lead times for 
infrastructure provisioning. 

These institutions can take their develop-
ment practices to the next level by using 
continuous-delivery software engineering 
and DevOps to fully automate their deliv-
ery processes. But this requires a change in 
the demarcation line between develop-
ment and operations and infrastructure: 
developers and operations staff must work 
together in joint teams, and teams access 
standardized infrastructure based on an  
infrastructure-as-a-service (IaaS) model. 

To be sure, most banks and insurers will 
not be releasing software to production on 
a daily basis. But a daily error-free build in 
the development environment can lead to a 
zero-defect mentality among staff and elim-
inate the need for huge testing cycles at the 
end of projects or sprints. It also increases 
the quality of the software produced and 
therefore the stability of digital-service pro-
visioning. This can reduce errors by as 
much as 50%, freeing up funds that can be 
used for digital transformation. Another ad-
vantage of such an environment is that de-
velopers can self-deploy using self-service 
portals (rather than having to engage the 
infrastructure department), which can in-
crease speed to market for new services by 
up to 20%. The resulting rapid-release cy-
cles also enable fast deployment of new 
functionalities, which can further differenti-
ate the institution from competitors. 

Multiple companies can attest to the bene-
fits of this approach. Union Bank, for exam-
ple, has realized an 80% reduction in test-
ing costs and slashed the time necessary 
for setting up development environments 
from 42 to 3 days. Nationwide Insurance 
has reduced critical defects by 80% and in-
creased system availability by 70%. 

An Agile Workforce, and a New Way of 
Working, Across IT and the Business. Our 
observations indicate that the software 
development process in many banks and 
insurance companies is far from optimal. 
Development teams remain intact only for 
the duration of their respective projects 
and work in isolation from the business. 
Developers focus on completing projects 
and take no responsibility for the full life 
cycle of the applications they create; 
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instead, they pass their work along to 
operations, which takes care of mainte-
nance and fixing bugs. Team members are 
often geographically dispersed, making it 
difficult to react to changing market 
requirements.

Agile methodologies can help overcome 
these problems. Success, however, depends 
on how they are deployed. Agile teams per-
form best when they are multifunctional—
meaning they include business staff, devel-
opers, product management personnel, 
data analytics staff, and user-interface and 
user-experience design personnel, among 
others—and when their members are co- 
located. They also tend to do well when 
they focus on features rather than compo-
nents. This model gives each team a long-
term mandate, fostering end-to-end ac-
countability as well as the accumulation of 
deep, specific knowledge by developers, 
which can increase their productivity sig-
nificantly. It also allows teams to operate 
with a relatively high degree of autonomy 
when it comes to handling incidents and 
structuring the development process. (See 
Exhibit 3.) This close interaction between 
the business and IT, combined with each 
team’s ownership of the digital service it is 

working on, boosts efficiency and ensures 
that only the features that the business and 
client really need are developed. 

Most banks and insurers today are at least 
experimenting with agile. Many have 
launched pilots that deploy it or have devel-
opment teams (focused on mobile apps, for 
example) that are using it. And some of 
these efforts have been quite successful. But 
many institutions are struggling to scale up 
agile across their entire organization in a 
beneficial way. Here, banks and insurers can 
learn a lot from a number of “digital disrup-
tors,” companies that have found a way to 
deploy agile at scale. ING Bank, for exam-
ple, has successfully adopted Spotify’s ag-
ile-based approach, which uses “squads”—
long-lived, cross-functional, cross-component 
teams that are dedicated to specific custom-
er features and that stay together for years, 
not just for a project’s duration. (For more 
on how banks are scaling agile, see The Pow-
er of People in Digital Banking Transforma-
tion: The Digital Financial Institution, BCG 
Focus, November 2015.) 

Implementing agile not only improves the 
efficiency of the development team, it also 
helps attract high-performing IT talent. 

• Developers are not responsible for the full life cycle of 
the applications they create

• Teams remain intact only for the duration of projects and 
work in isolation from the business

• Teams have life cycle responsibility for 
applications and focus on features rather than 
components 

• Teams are colocated and include staff from 
different departments

Team

PL PL PL
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PL PL
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Team Team Team Team
Team

Team Team

Status quo: Distributed, project-based 
teams working in silos 

Target: Long-lasting, colocated, 
cross-functional teams
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Source: BCG analysis.
Note: PL = project leader; PO = project owner; L = chapter lead.

Exhibit 3 | An Agile, Team-Based Approach Can Transform Development Results 
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BCG research shows that an agile environ-
ment fosters qualities that are highly val-
ued by today’s top-tier talent—in particu-
lar, an appreciation for one’s work and 
good relationships with colleagues. Attract-
ing the right talent could be a critical dif-
ferentiator for banks and insurers in to-
day’s rapidly evolving digital environment. 

Making the Right Moves
For banks and insurers, digital transforma-
tion can be an exciting journey as well as 
an extremely rewarding one commercially. 
(See “Building a Cutting-Edge Banking IT 
Function: An Interview with Ron van Ke-
menade, the CIO of ING Bank,” BCG arti-
cle, December 2015.) We believe that the 
following steps are critical for a strong start 
and ultimate success: 

 • Design a rough target architecture—
spanning applications, infrastructure, 
and data—rapidly from the top 
down. The design effort should be a 
joint initiative that involves the entire 
IT organization: architects, application 
domains, operations, and infrastructure. 
The target architecture should be 
successively detailed in the months 
ahead.

 • Be agile in planning but apply 
rigorous program management to 
ensure progress. Move toward the 
target architecture, even if the path is 
not fully visible. A wave-based approach 
(allotting, for example, six months per 
wave) can help the company deal 
successfully with uncertainty. It can also 
help it to quickly embark on the 
transformation and adjust to require-
ments that change along the way. 

 • Make automation of the delivery 
process a top priority. Strive for fast 
automation of core systems and the 
application and infrastructure delivery 
process. As a rule when migrating to a 
new target landscape, focus first on 
migration and second on automation.6 

 • Scale agile. Start with pilots and 
quickly roll agile out to the whole 

organization. We have observed that at 
leading companies, most pilots and 
agile initiatives start in IT before they 
are expanded throughout the business. 
Pilots are the starting point for building 
an at-scale agile organization that is 
aligned with the vision and aims of the 
company. 

 • Build DevOps teams. Best-practice 
companies break down the silos that 
separate development and operations 
by forming joint DevOps teams and 
applying the principles of continuous 
delivery, which encourage teams to be 
fast and flexible. 

 • Train your team and infuse it with 
digital talent. Promote an engineering 
culture and the development of deep 
technical expertise—for example, by 
staging events such as hackathons and 
discussion panels comprising the CIO 
and developers. Hire agile coaches and 
developers from fintechs, technology 
firms, and software vendors or offer 
secondments to your people. Create an 
appropriate physical environment (such 
as by colocating staff) and an IT culture 
in line with that of “true” technology 
companies—one that will attract and 
help retain top talent.

Notes
1. To ensure maximum availability, Netflix contin- 
uously simulates outages with its Simian Army series 
of tools. Chaos Kong, for example, simulates the 
infrastructure breakdown of an entire region. 
2. BCG’s Retail Banking Operational Excellence 
benchmarking indicates that leading digital banks 
can validate a loan within 15 minutes, compared 
with about an hour for most traditional banks, 
allowing them to file the loan contract before the 
client even leaves the branch.
3. Continuous delivery is the ongoing, rapid updating 
and release of software in response to changing 
business needs. In DevOps, development and 
operations engineers work together throughout an 
application’s life cycle—not just during the develop-
ment and deployment stages—in order to achieve 
greater speed and higher quality.
4. These can be particularly valuable. Once an API is 
in place, it can easily be reused, facilitating the 
addition of more functionality to a service (for 
example, a branch or agency locator added to an 
iWatch app). APIs are also expandable, allowing a 
company to launch a service with limited functionali-
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ty and develop it as necessary. Finally, APIs facilitate 
integration of third-party offerings and connection to 
social media platforms, such as comparison portals.
5. A data lake can also be positioned as a consolida- 
tion layer between physical data stores and 
applications, acting as a “single source of truth.” 

6. An exception might be when legacy components 
will remain in place for several years. In such cases, it 
could be beneficial to also automate those parts of 
the application landscape.


