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AT A GLANCE

Public- and private-sector leaders must move aggressively to prepare for terror and
cyberthreats. As part of this effort, it is imperative to advance from the idealistic
vision of a “smart” city that is vulnerable to a realistic vision of a smart and safe
city. BCG has developed a set of recommendations that address the common
challenges across an array of strategic, technical, and operational topics.

DEFINE A UNIFIED STRATEGIC VISION

A diverse set of stakeholders—including government agencies, defense forces, and
public and private security forces—need a unified strategic vision for security
designed on the basis of a shared understanding of the main threats. This vision is
essential for prioritizing objectives; guiding private-sector R&D and investment
decisions; determining the requisite human, financial, and technological resources;
and clarifying each stakeholder’s responsibilities.

PROMOTE ENHANCEMENTS TO TECHNOLOGY AND COLLABORATION
Governments should encourage cooperation among all stakeholders. Cooperation
encompasses clarifying standards and purchasing processes for technology compa-
nies that are developing security solutions, as well as enabling citizens to take a
more active role in security.
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AROUND THE WORLD, PUBLIC-SECTOR leaders face the imperative to protect their
cities from the rising threat of terrorism and cyberattacks. Since 2000, the number
of terror attacks worldwide each year has increased sevenfold, and the number of
victims has increased ninefold. Major cities, including Berlin, Brussels, London,
Madrid, New York, and Paris, have experienced terror attacks that claimed many lives.
Cyberattacks have also risen sharply, nearly 75% targeting public-sector systems.

The heightened threat level comes at a time when many countries have made sig-
nificant investments in the creation of “smart” cities with advanced infrastructure
and easy access to public data. They have also sought to raise their cities’ interna-
tional profiles and promote infrastructure development by hosting large-scale
events. Such efforts to increase comfort, convenience, and openness have had the
unintended consequence of making cities more vulnerable to terrorism and cyber-
attacks. Furthermore, some countries, plagued by high crime rates in their large cit-
ies, must deal with additional strain on their security resources.

Although for all countries, urban security is a top priority, each country is unique in
terms of its degree of focus and level of spending on public safety. To date, the US,
the UK, and Australia have spent the most per capita annually. France, Germany,
Italy, Spain, and Japan have spent significantly less. As countries continue to assess
their risks and consider the appropriate level and allocation of resources, they must
involve a diverse set of stakeholders and make decisions on a wide array of topics.
For example, technology companies that are developing new solutions to enhance
urban security need a clear understanding of technical standards, markets, and pur-
chasing processes. In providing this clarity, governments can support technology
companies’ R&D efforts.

To help leaders improve collaboration and decision-making processes, The Boston
Consulting Group has conducted extensive research into determining the factors
that enhance cities’ ability to protect themselves. We drew upon the best practices
of countries at the forefront in addressing urban security, as well as other sectors
facing similar challenges. We found that in seeking to protect their cities, all coun-
tries face a common set of strategic, technical, and operational challenges. In this
report, we offer recommendations relating to each of these challenges.

Let us stress that we are not experts on security and antiterrorism initiatives. Rath-
er, we seek to apply our in-depth understanding of public-sector decision-making
processes and our global industrial experience to provide public- and private-sector
leaders with a framework for addressing the challenges of urban security.
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Define a Unified Strategic Vision

A diverse group of stakeholders—including national, state, and local governments;
police and other emergency services; transportation agencies; military forces; pri-
vate security services; businesses; and citizens—are involved in protecting cities. To
collaborate effectively and allocate resources to the right entities and in support of
the right objectives, these stakeholders need to be guided by a unified strategic vi-
sion. In our discussions with public-sector leaders, we have found that such a vision
has rarely been defined for the security ecosystem.

The national government should assign responsibility to an entity at the national lev-
el, as well as to entities at the appropriate local levels, for defining and regularly up-
dating a unified strategic vision and discussing the related resource allocation. Such
entities are commonly created to define and update strategies in the defense sector.

The entities should define the vision by identifying the main risks and threats and
the objectives of enhancing security. (See Exhibit 1.) They apply this vision to prior-
itizing objectives and clarifying the main stakeholders’ responsibilities relative to,
for example, intelligence gathering and crisis management. Planning must occur
across each of these dimensions. The entities should then provide initial guidance
on the human, financial, and technological resources required to achieve these ob-
jectives. The stakeholders, in accordance with their authority, negotiate with the na-
tional or local governments on the resources allocated to help them meet their ob-
jectives. To gain insights into concerns such as technical requirements, entities
would do well to engage in discussions with their counterparts in other countries.
And because they must adapt to ever-changing threats, the entities should continu-
ally update the strategic vision on the basis of developments and adjust the objec-
tives, resources, and responsibilities as necessary.

EXHIBIT 1 | Defining a Unified Vision for Urban Security

MAP RISKS AND SECURITY OBJECTIVES

MAP PRIORITY OBJECTIVES

: Operation Crisis . s
Intelligence Judicial process Feedback

Planning

DEFINE RESOURCE REQUIREMENTS

CLARIFY SECURITY STAKEHOLDERS’ ROLES AND RESPONSIBILITIES RELATIVE TO,
FOR EXAMPLE, PAYING FOR SPECIFIC MISSIONS AND OBJECTIVES

State security Local security Private security - o Foreign
forces forces EIEITEEEES Citizens countries

Source: BCG analysis.
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Work with Technology Companies to Develop Effective
Solutions

The public sector needs to foster a business environment that encourages technolo-
gy companies to invest in R&D related to security technologies. Today, numerous
obstacles confront companies seeking to serve the security technology market. Pur-
chasing is fragmented among regional and local stakeholders (both public and pri-
vate), each making relatively small investments. Furthermore, governments have
not set clear priorities regarding the solutions they want. The absence of interoper-
ability standards also impedes the adoption of solutions. Moreover, because govern-
ments tend to purchase proven solutions, startups with innovative technologies
struggle to break into the market or lack adequate funding. For their part, many
governments lack a clear view into the products and services offered by the security
technology industry, while many security companies are not prepared to engage in
in-depth discussion of the value of their offerings, relying solely on a general pre-
sentation of references.

To promote the availability of more effective solutions, governments should act on
three related imperatives: developing expertise at the national level to support pub-
lic stakeholders, setting technology priorities, and creating economic incentives and
pushing for multipurpose solutions.

Develop expertise at the national level to support public stakeholders. At a mini-
mum, national governments should help local authorities and public agencies
define their technical requirements. But to provide more than basic support, a
government could assume the role of the chief technology officer (CTO) for public
stakeholders, by, for example, creating norms or labels for specific technologies and
offering advice on the capabilities to acquire. The most expansive role for a govern-
ment would be to act as a procurement agency that buys equipment and services
for public—and possibly private—security-related entities in order to benefit from
the scale effects of consolidated spending.

Defense procurement can serve as a model for governments’ role in procuring secu-
rity technologies. In some countries, a dedicated organization of the defense minis-
try is in charge of armament procurement and R&D and acts as a CTO by providing
guidance to the entire defense industry. It also identifies and evaluates defense
companies and technologies, defines norms, and certifies technology solutions.

Set technology priorities. To further support procurement, national governments
should help cities identify the priorities for security technology investments. This
effort begins by mapping the various available technologies to the main security-
related activities. (See Exhibit 2.)

Examples from around the world illustrate the kinds of priorities governments
are setting;:

e The integration and interoperability of security systems have become major
focuses of attention. For example, Mexico City, through its Ciudad Segura, or Safe
City, initiative, is implementing a unified command-and-control center for all
security forces (approximately 80,000 people), procuring high-tech equipment,
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EXHIBIT 2 | Mapping Security Technologies to Objectives

MAPPING URBAN SECURITY TECHNOLOGIES BY USE

OPERATION CRISIS
INTELLIGENCE AND PREVENTION MANAGEMENT JUDICIAL PROCESS FEEDBACK

PLANNING

Data collection and intelligence

Data analysis

Access and ID control

Sensors, drones, and robotics

Video protection

Flow modeling

Public alert and information systems

Examples of priority topics identified through interviews and investments

System integration and interoperability Video analysis Cybersecurity tools
» Give access to a large amount of o Consolidates and analyzes a large e Secure IT systems against

data from multiple players amount of information vulnerabilities arising from increased
o Stimulate coordination among o Makes use of existing CCTV systems interconnections

public players

I High-priority topics

Source: BCG analysis.
Note: CCTV = closed circuit television.

sharing data across all public entities, instituting a monitoring and planning
system for security forces, and establishing a dedicated training center.

e The analysis of video images has gained importance as technology solutions
enable governments to consolidate and analyze a large amount of information
captured by closed-circuit television (CCTV) systems. And data analysis has
emerged as a priority in many countries, including Brazil, France, Israel, and
the UK.

e Investments in cybersecurity are climbing as governments strive to protect the
vast web of interconnected public and private IT systems in the smart city. Two
types of cybersecurity solutions are required: perimeter protection systems that
strengthen access barriers to IT systems and anomaly detection systems that
identify and respond to unexpected activity.

Create economic incentives and push for multipurpose solutions. To promote
innovations in security technologies, public stakeholders should establish economic
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models and incentives that are both appropriate and effective. Some innovative
economic models encourage the multipurpose use of technologies. For example, in
London, CCTV systems installed for security surveillance are used also to investi-
gate fraud and corruption. The utilization fees make it possible to accelerate the
amortization of the systems’ initial cost.

Governments are creating economic incentives for business development and inno-
vation, by, for example, funding investment programs, increasing the visibility of
requests for proposals, and providing tax advantages. For instance, the EU has
launched Horizon 2020, an investment program that makes €80 billion available for
research and innovation. The program aims to remove barriers to innovation and
make it easier for the public and private sectors to work together. France has creat-
ed “competitive clusters” that bring together companies and research and educa-
tion organizations, including entities within the security sector, to collaborate on
shared objectives.

The coordination among participants in the health and pharmaceutical industries
provides a model for the security sector. For example, some governments encourage
partnerships between large pharma manufacturers and public laboratories and
have supported the development of a long-term vision for the use of technology in
the health care system. National agencies also coordinate medical research, includ-
ing the allocation of funding, and seek to stimulate innovation.

Enhance the Security Network and Improve Cooperation

All countries must take steps to enhance their security networks and encourage co-
operation among stakeholders.

Involve more stakeholders and foster network collaboration. To respond to rising
threat levels, governments must involve more stakeholders—such as private securi-
ty companies, businesses, and citizens—in the security network. They must also
promote collaboration among these stakeholders through information sharing,
integrated tools (notably, to support command and control), incentives, and clearly
defined roles.

To achieve the objectives of a denser and more effective security network, govern-
ments need to apply innovative approaches to organization design. Most security
networks still rely on rigid hierarchical and centralized organizations in which the
chain of command starts at the national level and reaches down to other partici-
pants in the security network. Such an organization structure can hinder informa-
tion sharing and cooperation, and in the event of an attack, communication link-
ages among participants can easily be disrupted.

To overcome the limitations of the hierarchical model, governments should consid-
er implementing a decentralized, collaborative organization design known as hyper-
archy. (See Exhibit 3.) Recent decades have seen several prominent examples of the
hyperarchy model. In the private sector, well-known disrupters, such as Wikipedia
and eBay, have achieved success by using shared norms and objectives to promote
collaboration among dispersed participants in an informal network. Some terrorist
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EXHIBIT 3 | The Hyperarchy Model Promotes Collaboration in a Dispersed Organization

nization form

Governance

Strategy

Alignment

integration

Cooperation

Information and

communication

Examples

@

HIERARCHY HYPERARCHY

Hierarchical and centralized top-down system Polycentric network of small, dispersed, and

semiautonomous units

Highly centralized authority; easily disrupted Devolved authority; ability to resist when leadership
leadership is targeted

Uniform strategy and tactics across the network; Decentralized tactics and action plans based on
little adaptability a common strategy; enhanced flexibility

Alignment through shared doctrine, norms,
and objectives

Static boundaries; complex integration of Evolving and variable boundaries that facilitate
additional players integration (for example, with civilians and allies)
Limited cooperation; siloed stakeholders Naturally emerging cooperation; no formally
interacting in a chain of command specified relationship; patterns of reciprocity

and reputation

Closed architecture; segmented information Open architecture; networked information;

interoperability with a collaborative platform

» Encyclopedias » Wikipedia

« Big technology companies o Silicon Valley

e Major music and movie companies o Peer-to-peer platforms
 Traditional retailers (for example, The Pirate Bay)
e Traditional threats to national security e eBay

e Terrorist organizations
(for example, Al Qaeda and ISIS)

Sources: US Army War College; BCG analysis.

organizations have adopted a similar model to expand their reach and increase
their agility.

To apply hyperarchy concepts to their organization design, security networks
should decentralize and devolve power to their dispersed stakeholders. Capturing
the benefits of resilience, agility, and innovation will require strengthening the
connections among stakeholders, mapping interdependencies in order to clarify
roles and responsibilities, and implementing new technologies to catalyze change
and cooperation.

The role of private security forces is especially critical in defining a decentralized se-
curity network. In Israel, for example, private security forces are responsible for con-
trol of sensitive locations, such as the main airport and train station, while police
and national security forces lead antiterrorism initiatives and the army manages
border control. New York City has established a partnership between the police de-
partment and private security companies that promotes information sharing, pro-
vides alerts during crises and incidents, and offers jointly held training programs.
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Governments must enhance businesses’ involvement in the security network by
conveying best practices and sharing video surveillance and other equipment. They
must also increase citizens’ involvement in the security network, as we discuss
below.

At the same time that governments enhance their security networks, they must take
steps to improve stakeholder collaboration, especially through the use of technology
and access to tools held in common. Digital solutions can be used to align ways of
working and to integrate IT systems. Paris is integrating access to surveillance videos
from cameras located in streets, transportation networks, and tourist attractions,
making these images available to all participants in the security network. Similarly,
New York City has established a system that provides integrated access to surveil-
lance videos (including from private cameras) and sensor data, along with real-time
threat alerts. The EU has created an integrated database for tracking airline passen-
gers’ travels; the data is transmitted to all public stakeholders fighting terrorism.

Governments should also convene collaborative working groups of leading security
players to provide a forum for discussing security topics. In France, the Secretariat-
General for Defense and National Security has brought together transportation op-
erators and the security managers of designated “entities of vital importance” to
discuss security topics.

Define a doctrine of use and regulate security services. Governments should define a
“doctrine of use” for both public and private security services that codifies their specific
responsibilities, including when and how they can use force.

Governments can also empower private security services by establishing a regulato-
ry agency, creating industry norms, or providing accreditations. Australia, Canada,
South Africa, the UK, and the US have taken the lead in regulating private security
services. For example, the UK has established the Security Industry Authority to
regulate its booming private-security industry, which has grown at five times the
rate of the rest of the national economy since 2010.

For models of how to prepare for and respond to urban security threats, govern-

ments can look to safety practices that are already engrained in everyday life, such Governments should
as fire evacuation drills. Emergency plans to protect populations near nuclear sites enhance businesses’
can serve as models for developing more advanced approaches to security plan- involvement in the
ning. For example, the French government has established comprehensive emer- security network
gency plans to ensure safety at nuclear plants. The plans clarify incident proce- by conveying best
dures, including roles and responsibilities of the state and local governments and practices and sharing
the site operator, the alert threshold, the information to be provided to the public, video surveillance and
and the coordination of resources. other equipment.

Assign citizens an active role. Promoting the greater involvement of citizens is
essential. Among the most ambitious approaches is the creation of a program that
has citizens act as “security reservists.” In the event of a terrorist threat or attack,
these reservists, typically retired police officers or security guards, are called to
active service in support of full-time security forces. For example, reservists can
provide additional security at airports during periods of heightened threat levels.
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Governments can encourage businesses to hire security reservists by providing
accreditation of reservists’ leadership and management skills and, more generally,
communicating the benefits of employing a trained reservist. For example, in the
UK, the Royal Air Force’s Standard Learning Credit program helps civilians acquire
valuable employment skills, including a positive work ethic, confidence, leadership
and communication skills, and the ability to work under pressure.

Several countries have created programs that help citizens get involved in security
on a local level, such as by participating in neighborhood surveillance. For example,
Singapore has established the Vehicles on Watch program, in which citizens volun-
tarily place cameras in their cars to help improve security in streets and parking ar-
eas. In the US, Citizen Corps, operated by the Department of Homeland Security,
trains citizens to assist in the recovery from a disaster or terrorist attack.

Promote the public’s acceptance of heightened security. In many nations, the
heightened security required to respond to terror and cyberthreats conflicts with
existing norms and ethical safeguards relating to civil liberties and privacy. In some
cases, laws and regulations that protect personal data and privacy limit the use of,
for example, facial-recognition technology and phone records or place other restric-
tions on the actions of security forces. Although the tension between civil liberties
and security is not new, it needs to be addressed within today’s context.

In order to make the necessary changes to legal and regulatory frameworks, govern-
ments must reassure citizens that their freedom is being protected along with their
safety. To accomplish this, governments should launch public debate and assess
public opinion on key security topics, including the objectives and levels of security
and the safeguards that protect civil liberties. Some cities have established ethics
committees, forums through which government officials and citizens can discuss
the need for heightened security and the civil-liberty tradeoffs.

THE IMPERATIVE TO evolve from the idealistic vision of a smart city to the realis-
tic vision of a smart and safe city is clear to the majority of leaders in the pub-
lic and private sectors as well as to ordinary citizens. Indeed, the objective of mak-
ing “cities inclusive, safe, resilient and sustainable” is among the United Nations’
“17 goals to transform our world.”! The challenge is how to make this happen. To
start, governments should bring together the key stakeholders and ensure that the
right expertise and insights are available to inform decision making. Before delving
into the technical and operational details, it is essential to guide the effort by agree-
ing on a unified strategic vision for security. With this vision in place, stakeholders
can begin the work of achieving a prosperous and secure future for their cities.

NOTE
1. See United Nations, “Sustainable Development Goals: 17 Goals to Transform Our World,” January
2016, http://www.un.org/sustainabledevelopment/development-agenda/.
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