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For global organizations to obtain the greatest access to personal data, consumers 
need to trust that information about them will be well stewarded, meaning that it 
will be used for the purposes allowed—and only for those purposes.

The Trust Advantage
Companies that excel at creating trust should be able to increase the amount of 
consumer data they can access by at least five to ten times in most countries. The 
resulting torrent of newly available data will meaningfully shift market shares and 
accelerate innovation. This is the “trust advantage.”

Global Consumers Want Similar Things
Consumers care how data about them are used; Millennials are no less concerned 
about privacy than other generations; consumers are willing to allow the use of 
personal data for multiple purposes if, and only if, organizations are careful 
stewards of this information; and a company’s starting point matters. 

Creating a Trust Advantage
To achieve greater levels of trust, companies must master data stewardship and 
engage consumers—ahead of their competitors.

AT A GLANCE
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Unlocking value from the ever-widening stream of complex, fast-moving “big 
data” has generated a great deal of buzz in the C-suite. But often left out of the 

discussion is how to gain access to this information—much of it sensitive personal 
data—in the first place. In order for global companies to have the greatest possible 
access to personal data, consumers need to trust that this information will be well 
stewarded. Good stewardship means that data will be used for the purposes 
allowed—and only for those purposes. 

Some organizations will excel at creating trust, and some will not. We estimate that 
those that manage this issue well should be able to increase the amount of consum-
er data they can access by at least five to ten times in most countries. And if they 
can generate meaningful insights from this information and execute an effective 
big-data strategy, the resulting torrent of newly available data could shift market 
shares and accelerate innovation. This performance boost is what we call the “trust 
advantage.”

Trust is elusive, however. An example with recent relevance is the revelation that 
the U.S. National Security Agency has been widely monitoring e-mail, phone calls, 
Web traffic, private networks, and cloud services—even those previously thought to 
be encrypted—to fight terrorists. Many have expressed concern that the personal 
information the U.S. government has collected will be used for other purposes. In 
the absence of mechanisms to prevent this, there have been efforts to place such 
severe restrictions on the use of personal information that the original goal—reduc-
ing terrorism—could itself be jeopardized. 

Without consumer trust, most of the trillions of dollars of social and economic 
value promised from big data will not be realized. (See “Unleashing the Value of 
Consumer Data,” BCG article, January 2013.) In fact, we estimate that two-thirds of 
the total value potential stands to be lost if stakeholders fail to establish a trusted 
flow of personal data. (See “The Value of Our Digital Identity,” BCG article,  
November 2012.)

The good news is that trust can be systematically built and strengthened—if 
organizations master the internal principles, codes of conduct, compliance mecha-
nisms, and trust metrics involved in stewarding data and holding themselves 
accountable, and if they communicate transparently with consumers about their 
actions and performance as data stewards. This will require that policies about data 
stewardship rest within the C-suite, rather than being relegated to the legal or 
public-policy department under the guise of privacy or lobbying. 

Without consumer 
trust, most of the 
trillions of dollars of 
social and economic 
value promised from 
big data will not be 
realized.
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The Landscape of Trust
Companies that want to improve their access to data about consumers must first 
understand the myriad ways that individual attitudes vary—and the opinions that 
consumers tend to share. A one-size-fits-all approach to data stewardship simply 
will not work, any more than the same marketing, organizational, or strategic 
approach will work in every context. 

Organizations must address the most vital issues in various industries. They must 
tailor their efforts to the outlooks of people around the world. And they must 
examine the attitudes associated with different generations, genders, races, ethnici-
ties, income groups, and other demographics.

To help companies develop differentiated strategies for navigating the landscape of 
trust in the age of big data, BCG surveyed nearly 10,000 consumers aged 18 and 
older in developed and developing countries on the topic, as part of our larger 2013 
Global Consumer Sentiment Survey. That broader survey examined people in 20 
countries: Australia, Brazil, Canada, China, France, Germany, India, Italy, Japan, 
Spain, the U.K., the U.S., and eight African nations. It measured levels of anxiety, 
optimism, and job and financial security, as well as changes in values and spending 
patterns.

We learned that as much as the attitudes of consumers from different countries and 
demographic groups toward various industries diverge, much remains the same 
around the world. Four findings stand out. 

Consumers want data privacy. For 75 percent of consumers in most countries, the 
privacy of personal data remains a top issue. This sentiment applies, surprisingly, 
regardless of age. And the type of data in question changes the answer only margin-
ally—it is the usage and stewardship of data that matter. 

Across countries, feelings about the privacy of different types of data are fairly 
consistent. Citizens of all the countries we surveyed consider credit card informa-
tion and financial data to be the most sensitive. More than 85 percent of consumers 
in most developed countries consider this information to be moderately or ex-
tremely private. (See Exhibit 1.)

The least sensitive types of data include name, age, and gender information, as well 
as information relating to consumer needs, brand preferences, and frustrations with 
and feedback about products and services. These results could suggest that consum-
ers are comfortable with the many uses to which this information is already being 
put and that they receive more benefit from revealing it—through improved 
products and better access to deals and promotions—than from withholding it.

Millennials are no less private online than other generations. Despite reports 
of wide generational differences in attitudes toward privacy, younger Millennials 
(those aged 18 to 24) in most countries are only slightly less cautious about the use 
of personal online data than other generations. For example, 71 percent of younger 
Millennials in the U.S. report that one should be cautious about sharing personal 
information online. While this level of concern is lower than that of other genera-

For 75 percent of 
consumers in most 

countries, regardless 
of age, the privacy  

of personal data 
remains a top issue.
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“How private do you consider the following types of personal data?”

Feedback on brands/
products/services 1858 1461 17561955 1934

Brand preferences 2153 1759 20541957 2428

Needs/frustrations
regarding products/services 2254 2546 17531855 1828

Age or gender 2451 2058 24512747 1350

Interests 2645 3141 24472846 2034

Name 2947 2948 31443245 1149

Media usage/preferences 3736 3737 36374034 2038

Dates of personal
significance 4135 3736 44334233 2035

Social network 4230 4827 51244827 1743

Planned purchases 4327 3733 46244327 2929

Purchase history 5023 4330 54195222 1841

E-mail 5325 4826 55215819 1251

Surfing history 5621 5622 62176317 1646

Exact location 6218 5922 63176316 2238

Dialed phone-number
history 6320 6518 70156420 2536

Information about spouse 6518 6913 72136813 2329

Health/genetic information 6815 7112 69137511 3323

Information about children 7314 7411 73117410 2332

Financial data 857 884 884904 3425

Credit card data 875 894 873913 4121

U.S. Canada EU5 Australia Japan

Moderately or extremely private Not at all or slightly private

Respondents (%)

Source: BCG Global Consumer Sentiment Survey 2013.
Note: EU5 comprises Germany, France, Italy, Spain, and the U.K.

Exhibit 1 | Feelings About Privacy Are Relatively Consistent Across Data Types in Most 
Developed Countries 
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tions, it is still remarkably high. By comparison, 81 percent of older Millennials 
(ages 25 to 34), 84 percent of Gen-Xers (ages 35 to 48), 87 percent of baby boomers 
(ages 49 to 67), and 86 percent of “silents” (ages 68 and older) in the U.S. share that 
sentiment. Generational outlooks are also consistent across product categories, 
from financial services to health care. (See Exhibit 2.) 

These results signal a high level of agreement across all generations that individu-
als should be careful when sharing personal data on the Internet. This is particular-
ly interesting given the large differences in behavior and attitudes that separate 
Millennials from other generations in almost all areas outside of data privacy, as 
our larger survey demonstrates.

Consumers are willing to allow the use of personal data for multiple purpos-
es if, and only if, organizations are careful stewards of this information. An 
average of only 7 percent of global consumers reported that they are comfortable 
with information about them being used outside of the original purpose for which 
it was gathered. For example, the data might have been collected in order to 
provide a service, without being shared with third parties. Results in this area vary 
slightly, but not significantly, by country and demographic group. 

If companies can ensure that they are careful stewards of personal data, they can 
access far higher volumes of this information. We asked respondents this question: 
“If I had the ability to prevent the harmful uses of data, I would be more willing to 
let companies use data about me.” Fifty-four percent of global consumers indicated 
that they would be comfortable with the use of information about them if they 
believed that the uses would not embarrass them, damage their interests, or 
otherwise harm them. (See Exhibit 3.) 

There seem to be only small variations by income segment within and across most 
countries. In the U.S., for example, 45 percent, 52 percent, and 59 percent of 
respondents with low, middle, and high incomes, respectively, said they would be 
willing to provide personal information if companies could mitigate the potential 
harm resulting from its use. Small variations exist across generations, as well. Again 
in the U.S., 42 to 53 percent of people in every generation are comfortable with 
providing personal data if companies can mitigate the perceived risk.

Across the board, consumers are significantly more comfortable allowing personal 
information to be used for purposes broader than those for which it was originally 
collected if they believe that it will be well stewarded. Companies that satisfy this 
criterion can gain by being perceived as more transparent and socially responsible. 

Recent research from BCG supports a shift in attitudes related to the use of data. 
(See The Resilient Consumer: Where to Find Growth amid the Gloom in Developed 
Economies, BCG Focus, October 2013.) Data stewardship, in effect, has become one 
of a number of aspects of corporate social responsibility that confer a “status 
currency” on certain brands. We believe that companies with good data-steward-
ship practices will come to be seen in the same light as those that demonstrate 
heightened environmental awareness, responsible labor practices, and greater 
corporate openness. (See the sidebar “What’s at Stake.”)

In the U.S., 42 to  
53 percent of people 

in every generation 
are comfortable with 

providing personal 
data if companies  

can mitigate the 
perceived risk.
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Moderately or extremely privateModerately or extremely private Not at all or slightly privateNot at all or slightly private

“How private do you consider the following types of personal data?”

Respondents (%)

Source: BCG Global Consumer Sentiment Survey 2013.
Note: Younger Millennials are respondents aged 18 to 24; older Millennials are respondents aged 25 to 34; Gen-Xers are respondents aged 35 to 48; 
baby boomers are respondents aged 49 to 67; silents are respondents aged 68 and older.

Exhibit 2 | Perceptions About Personal Data Privacy Are Similar Across Generations in the U.S.
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A company’s starting point matters. The degree to which consumers trust the 
stewardship of personal data varies across industries and companies. And since a 
company’s starting point can make a huge difference in its eventual success in 
building and strengthening trust, these differences can be an important differentia-
tor if managed strategically.

In particular, our survey suggests that consumers have different levels of concern 
depending on the industry. For instance, consumers are more than twice as con-
cerned about the practices of financial institutions, social-media and search-engine 
companies, and government entities than they are about branded manufacturers, 
carmakers, airlines and hotels, cable providers, and retailers that offer loyalty cards. 
(See Exhibit 4.) We would expect similar variations to exist among companies 
within industries. (For other major areas of dissimilarity, see the sidebar “National 
and Demographic Differences in Attitudes Toward Privacy.”) 

Respondents in all countries except India reported greater concern about online 
retailers than about offline, store-based retailers, presumably because of online 
retailers’ ability to track behavior using click-stream analysis. Within the U.S.,  
48 percent of those surveyed shared this concern, compared with 33 percent report-
ing concern about brick-and-mortar retailers. 

“Data should only be used by a company 
for the purpose for which it was collected”

0

20

40

60

80

%

50 48 56 57 53 62 62 69 22 –1 47 50

Change in
willingness to

share data
(percentage

points)

6666

575958
5253

63

55

8

252628

72

Agree Strongly agreeDisagree Strongly disagree

444
223

6
3

4 7%
(global

average)

54%
(global

average)

13

U.S. Canada Australia U.K. Germany France Italy Spain Japan China Brazil India

“If I had the ability to prevent the harmful
uses of data, I would be more willing to

let companies use data about me”

Source: BCG Global Consumer Sentiment Survey 2013.
Note: The exhibit shows survey responses that are comparable. Percentage-point changes reflect the difference between the numbers shown; some 
numbers have been adjusted for rounding.

Exhibit 3 | Preventing Harmful Uses Can Increase Access to Consumer Data by at Least Five 
Times in Most Countries
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These results seem to indicate that when it comes to industries such as travel and 
retail, consumers value the benefits that result from the use of personal data, such as 
points in loyalty and rewards programs, and have sufficient trust in the stewardship 
of this information to be comfortable with its use. Such consumers may also be less 
concerned because they believe there are mechanisms in place to mitigate harm. 

In contrast, when it comes to social-media, networking, and Internet companies, 
widespread publicity about privacy practices has likely tipped the balance toward 
greater concern. As these companies become better able to mitigate the risks of 
harm, we expect consumers’ trust to increase and to approach the levels associated 
with more mature and less publicized industries. 

The Trust Advantage
Increasingly, the ability to improve data stewardship and to communicate this 
ability to consumers will determine an organization’s access to the untapped pools 
of data that it needs in order to thrive. 

An estimated 75 percent of big data is about people—and the percentage is even 
greater if one includes purchase data linked to individuals. Accessing this 

Standing still in the face of the 
opportunity to create a trust advan-
tage is no longer an option. The down-
side risk of not stewarding personal 
data in a trusted way is growing larger. 
Consider the following results from 
our consumer survey:

 • Fifty percent of U.S. consumers 
believe they have a responsibility 
to share feedback with a company 
or with other consumers following 
a good or a bad experience. 

 • Forty-nine percent of U.S. consum-
ers say that knowing a company is 
mindful of its social responsibili-
ties makes them more likely to 
buy its products or services.

 • Forty-one percent of U.S. consum-
ers are willing to share their brand 
preferences online and through 
social media. 

Millennials in many countries care 
much more about these issues than 
other consumers, signaling how 
attitudes will likely shift as this 
generation reaches the zenith of its 
spending power. Meanwhile, the 
speed at which consumers become 
aware of and publicize a company’s 
transgressions via the Internet will 
grow faster, as technology makes it 
increasingly easy for consumers to 
broadcast their experiences. 

Companies that use data in ways that 
consumers expect and trust will gain 
an advantage. Those that do not will 
experience a growing risk of backlash 
through social media and the press, 
as well as a marked disadvantage in 
areas such as return on marketing 
investment, customer relationship 
management, and innovation.

WHAT’S AT STAKE
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information for new uses will be the key to creating significant value from big data. 
We have identified five main types of opportunity: generating new business insights; 
improving core operating processes; enabling faster, better decision making; taking 
advantage of changing value chains; and creating new data-centric businesses. (See 
“Opportunity Unlocked: Big Data’s Five Routes to Value,” BCG article, September 
2013, and “How to Get Started With Big Data,” BCG article, May 2013.)

Companies need to acknowledge, however, that many of them are using data that 
they do not have the right to use without permission. And consumers will likely 
have significant adverse reactions to the more controversial new uses that some 
companies are contemplating. The compounding effect across companies and 
industries could lead to overly constricting legislation that limits companies’ 
opportunities to create value.

But organizations that address these issues effectively, starting with their top leaders, 
can achieve breakout performance relative to competitors. Two companies in the 
same industry, using the same data in the same new ways, will likely achieve funda-
mentally different results, with the more trusted organization able to access at least 

1.01.0
1.11.2

1.31.3

1.6
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1.92.0

2.22.32.3
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(indexed, branded manufacturers = 1.0)

Branded
manu-

facturers

Car
manu-

facturers

Source: BCG Global Consumer Sentiment Survey 2013.

Exhibit 4 | U.S. Consumers’ Concerns About the Misuse of Data Vary 
Significantly by Industry
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five to ten times more data than the less trusted one. This, in turn, will lead to better 
online recommendations, more accurate targeting, faster development of new prod-
ucts and services, and other tangible benefits to consumers. This is the trust advantage. 

How to Establish Greater Trust
Regardless of their starting position, companies can strengthen their trust advan-
tage if they steadily pursue two sets of parallel activities ahead of their competitors: 
mastering data stewardship and engaging consumers. (See Exhibit 5.)

MASTERING DATA STEWARDSHIP
Companies and organizations must change their processes, controls, and compliance 
efforts in order to become trusted stewards of consumer data. Four actions stand out.

Establish guiding principles for collecting and using data. Organizations should 
create a high-level statement of values concerning their use of personal data, 
arrived at through a process that creates common understanding and internal 
commitment. These principles must be determined by the C-suite and cascade 

Regional differences in attitudes 
toward privacy are starkest between 
Asia and the rest of the world. 
Respondents in Japan and some 
developing markets, such as China, 
reported significantly lower levels of 
concern about the use of personal 
data, even when cultural differences 
that affect how Asians tend to respond 
to surveys are taken into account. In 
Japan, only 10 to 30 percent of 
respondents consider most personal 
data to be private. More than 50 
percent of Chinese respondents 
consider only 6 out of the 21 catego-
ries of data we studied to be private. 
While our Chinese respondents may 
wish that personal data were private, 
they recognize that many companies 
collecting this information do not 
strictly abide by their own privacy-
protection rules. Other survey re-
sponses indicate that Chinese 
consumers indeed want more say over 
how personal data are used. 

Respondents in developed countries 
displayed a stronger belief that 
personal data should be used only for 
the stated or implied purpose at the 
time of collection. Only 4 percent of 
respondents across all the developed 
countries we surveyed are comfort-
able with this information being used 
outside of its original context, 
compared with 16 percent in rapidly 
developing economies such as Brazil, 
China, and India. 

In developed economies, high-income 
people (59 percent) feel more strongly 
than low-income people (40 percent) 
that personal information should not 
be used outside of the purposes for 
which it was collected. These results 
point to potential variations 
depending on education level, and 
they may also highlight the risk of 
greater reputational and financial loss 
(in terms of absolute dollars) for 
those with higher incomes.

NATIONAL AND DEMOGRAPHIC DIFFERENCES IN 
ATTITUDES TOWARD PRIVACY
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downward. They need to be consistent with legal and lobbying positions but not 
driven by them.

Translate principles into a code of conduct. Organizations next need to translate 
principles into action-oriented rules for staff that are specific enough to be measured 
and monitored. Independent of the specific uses of consumer data, these rules 
should focus on how information will flow within an organization and the responsi-
bilities of staff members to ensure that it is used only for the approved purposes.

Develop processes to ensure compliance. Codes of conduct need to be embed-
ded in operations. Organizations should design processes and systems that restrict 
data access to approved uses only, with feedback mechanisms and monitoring 
capabilities to measure performance and identify breaches if and when they occur.

Create external “trust metrics.” Finally, metrics should measure and track 
consumer trust over time. These can provide a sense of the degree to which an 
organization is making progress in enhancing trust and creating a trust advantage.

ENGAGING CONSUMERS
Given the importance of trust, it is critical that companies create an ongoing 
dialogue with consumers so that they understand the actions being taken to safe-
guard personal data. These are the mechanisms through which trust is enhanced.

Big-data strategy

Trust

Data
enginePlatform Organization

Data 
analyticsTools Applications

Internal
Master data stewardship 
• Establish guiding principles for collecting 

and using data
• Translate principles into a code of conduct
• Develop processes to ensure compliance
• Create external trust metrics

External

Engage customers 
• Communicate how data are being stewarded
• Clarify how data are being used
• Provide transparency into new uses of 

personal data
• Publish trust metrics

Source: BCG experience.

Exhibit 5 | Trust Is a Critical Part of a Big-Data Strategy
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Communicate how data stewardship is being implemented. Consumers need 
to understand what companies stand for in the realm of personal data. That means 
more than publishing a privacy policy. Consumers must see how an organization 
has embedded its principles and codes of conduct into everyday operations: how 
personal information will be used and kept safe and the uses to which it will be 
limited. This must be an ongoing and transparent process that applies not only to 
the organization’s intended practices but also to those times when things go wrong 
and mistakes are made. 

Clarify how data are being used. Most people do not realize all the ways in which 
they allow personal data to be used. The legal agreements and disclaimers they 
must sign in order to receive a credit card, watch cable TV, or access a social-media 
site are the product of complex liability issues and are not likely to state the rules 
governing data use in a completely understandable manner. But organizations in 
every industry can create clear and simple documents, supplementing these agree-
ments and disclaimers, that describe how they use the data that consumers either 
implicitly or explicitly agree to provide. 

Provide transparency into new uses of personal data. Organizations also need 
to be transparent in their notices to consumers about the ways in which consumer 
information will be used outside its original purpose. A one-size-fits-all approach to 
permission will not work, because different countries have different requirements 
governing the use of personal data, and consumers’ level of concern about data 
privacy can vary depending on demographics and the industry involved. Companies 
will need to tailor the approach—implied consent, opt in, or opt out—to each 
context. In all cases, awareness and transparency, regardless of the process by which 
permission is obtained, remain paramount. 

Publish trust metrics. Organizations should not measure consumer trust just for 
their own internal purposes. They should also regularly publish a public scorecard 
that details how well they are fostering trust. There are many different approaches, 
from systematically publishing information about the organization’s performance 
on its internal or external trust metrics to actively soliciting social-media commen-
tary about the company’s practices. Such a transparent approach to compliance 
engenders true engagement with consumers.

Trust is a competitive weapon that will prove critical to achieving much of the 
promise of big data. Those organizations that embrace this challenge will 

outperform. They will achieve a trust advantage.

Gaining this advantage will require executive leadership and a shifting of 
responsibility for privacy-related issues from legal and lobbying staffs to the C-suite. 
Organizations that can transparently steward consumer information, restricting its 
use to understood and agreed-upon applications, will have the ability to access 
more data than competitors that fail to do this well. They will create better 
products and services and generate more value for consumers, leading to 
meaningful shifts in market shares and faster growth.

Consumers need to 
understand what 
companies stand for 
in the realm of 
personal data.
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